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In times of ever-increasing dependence on digital solutions in an 
increasingly interconnected world, it has also become apparent 
that society has become increasingly vulnerable. This article 
looks at the issue of Cyber Security from the EU perspective, on 
how the EU handles the growing need to meet these threats that 
the cyber technology enables with high readiness and actionable 
measures. The article shows that the EU needs to achieve better 
unanimity on measures to combat cyber threats and on how to 
address and counter cyber-attacks. Despite an increased 
awareness of the need for good Cyber Security, today there is no 
real common culture of Cyber Security within the EU.  
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INTRODUCTION 

In the field of International Security, cyber-crime has become a major problem that must 
be taken seriously. Cyber-crime is borderless, it is about criminal acts that are using the 
latest technological inventions and exploit the vulnerability of our increasingly online 
world. By using electronic communication networks and information systems, cyber-
crime reaches our basic systems that have been created for society to function effectively. 
They are reaching our national soul, getting into our lives in a way that never before could 
be possible. Intelligence communities as well as our most private information are 
available for this cyber-crime. The call for the authorities to establish a sufficient cyber 
security is profound (Special Eurobarometer, 2017: 3).  

The EU has ascertained that there is an increased capability and willingness of non-
state and state actors to undertake malicious cyber activities in their pursuit for certain 
objectives (European Commission, 2017a: 2). This makes cyber-crime a multifaceted 
issue, it includes attacks against the basic functions of society as well as more traditional 
form of criminal activity such as fraud and forgery. Basically, in the area of cyber-crime, 
we find all kinds of crime that we have experienced before. What is new with cyber-crime 
is that crime is conducted online in a society that has to a large extent become fully 
depended on access to electricity and a functioning Internet. A state can with a few simple 
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lines of malicious code from a cyber intruder, be completely paralyzed. Especially, the 
production and supply of energy and electricity are potential targets for cyber-attacks that 
would involve severe disturbances for the society. Without electricity, there is almost 
nothing that will function in our modern world. Our access to water and food will quickly 
end, we will not be able to refuel our vehicles, we will not have access to money or have 
any opportunity to buy any goods. A prolonged power outage would simply be 
devastating to our ability to survive. Another certain aspect of Cyber Security is that it 
also includes individual states’ ambitions to espionage and sabotage against other nations’ 
society. Particular attention paid to this is the accusations that seem to be well-founded 
against Russian involvement in the recent presidential election in the USA to steer the 
election results in a certain direction (Trenin, 2017:33). It seems that we will have to get 
used to cyber-crime committed by certain individual states in a sort of new kind of 
warfare. 

In this article I will look at the ambition to tackle the threat of cyber-crime to secure 
the cyber environment. Is the international community taking the issues of Cyber Security 
seriously? Especially, I will examine the EU’s ambitions in this rather new sub-field of 
International Security. What measures are the EU putting up to combat cyber-threats and 
cyber-attacks? Are these measures effective enough to make the EU a union with good 
Cyber Security? 
 

CYBER-CRIME A MAJOR CHALLENGE TO SECURITY 
Billions of euros per year are lost as a result of cyber-crime, which is also causing an 
increasing strain on the capability of law enforcement, taking resources from other crucial 
needs. If cyber-crime is to be defeated, it is necessary to take strong and internationally 
coordinated measures on the part of the authorities in the individual states. Otherwise, we 
are facing a much more severe problem in maintaining Cyber Security considering the 
increasing use of the Internet and the expansive evolution of more and more Internet-
enabled devices with an increasing amount of online personal data (Special 
Eurobarometer, 2017: 3). There is also a great general concern about the threat of cyber-
crime among the public. In the EU, about 9 out of 10 residents state that they see cyber-
crime as a major challenge to security within the EU, of which 54% also see it as a very 
important problem. The greatest concern of the cyber threats in the EU is in countries 
such as Cyprus and the Netherlands (76% and 75%, respectively, who see cyber-crime as 
a very important problem), while Sweden together with Estonia (39% and 26%) belong 
to the countries with the least proportion who see cyber-crime as a very important 
problem (Special Eurobarometer, 2017: 7-8). All in all, 86% of the Europeans consider 
the risk of becoming a target of cyber-crime to be increasing (Consilium.europa.eu, 
2017). 
 

CYBER SECURITY IN THE PERSPECTIVE OF THE EU 
One cannot say that the EU was out early with strong countermeasures to cyber-threats. 
It was really only in the last decade that the EU took a conscious effort to develop a fully-
fledged approach to Cyber Security. However, today at EU-level, the issue of Cyber 
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Security is taken seriously. Cyber Security has now become part of the daily lives and 
concerns for the EU institutions (Carrapico & Barrinha, 2018:299). This is noticeable, not 
least by the initiative of the European Commission and the High Representative to initiate 
a variety of concrete measures to strengthen the EU’s security structures and capacities, 
calling for more cooperation between EU Member States and the various EU structures 
concerned. The call is for further improvement of EU cyber resilience and response in 
three key areas: Firstly, they want to build EU resilience to cyber-attacks and increase the 
capacity of EU’s Cyber Security. Secondly, they want to create an effective criminal law 
response. Thirdly, they want to strengthen the global stability through international 
cooperation (Consilium.europa.eu, 2017). This initiative from the European Commission 
and the High Representative includes the ambition to establish an EU Cyber Security 
Agency to give assistance to EU Member States in issues regarding cyber-attacks. The 
idea of a new EU Cyber Security Agency is to build on the existing European Agency for 
Network and Information Security (ENISA) (Consilium.europa.eu, 2019). ENISA was 
set up in 2004 in order to actively contribute to a high level of network and information 
security (NIS) and is today a centre of expertise for Cyber Security in Europe 
(Enisa.europa.eu, 2019). This new EU Cyber Security Agency is supposed to further step 
up the ambition of ENISA and will have an enduring directive to help EU Member States 
in efficiently counteracting cyber-attacks. For instance, the ambition with the EU Cyber 
Security Agency is to improve the preparedness of the EU to react by arranging yearly 
pan-European Cyber Security drills and by managing effective distribution of threat 
intelligence and knowledge through Information Sharing and Analyses Centres. This will 
contribute to the process of implementation of the Directive on the Security of Network 
and Information Systems, the NIS Directive (Consilium.europa.eu, 2019). 
 

CHALLENGES CALL FOR ENHANCED INTERNATIONAL COOPERATION 
Challenges with the large increase in Internet usage and dependence on connected devices 
are large. Within the EU, it is expected that by 2020 there will be tens of billions of 
connected digital devices. All these digital devices are potential targets for cyber-attacks. 
In order to ensure that these digital devices can avoid such cyber-attacks, the EU has the 
ambition to introduce a European certification scheme that will guarantee digital products 
and services are harmless to use (Consilium.europa.eu, 2019). The EU recognises that 
these challenges require enhanced international cooperation. Therefore, the EU will 
strengthen its response to cyber-attacks by implementing the Framework for a Joint EU 
Diplomatic Response to Malicious Cyber Activities. This includes efforts to help third 
countries to conquer cyber-threats and an explicit commitment to support the Strategic 
Framework for Conflict Prevention and Stability in Cyberspace (European Commission, 
2017b). In this, the EU decision-making process on foreign policy constitutes an 
aggravating factor as it requires unanimous decision by all EU Member States’ 
governments in the foreign policy area. This is frequently preventing the possibility of 
reaching effective agreements when it comes to decisions that affect third countries that 
have connections to an individual EU Member State (Ivan, 2019: 7). There are also 
differences between EU Member States regarding situational awareness to the threats of 
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cyber-crime. Furthermore, intelligence agencies in individual EU Member States are 
often unwilling to share classified information with other EU Member States. Especially 
when it comes to attributing the source of cyber-attacks to a certain third country, the 
issue is highly politicised and delicate with the risk of negative political or economic 
consequences. Among the Member States, Italy stands out as a country calling for 
carefulness while both Denmark and United Kingdom are pushing for more determined 
actions from the EU. Because of these different ambitions, there are calls for a new EU 
Cyber Sanctions Regime which could strengthen the consensus within the EU of 
responsible state behaviour to execute sanctions on criminal actors which runs outside 
law enforcement (Ivan, 2019: 7-8). 

It differentiates between the various EU Member States in their ability to handle 
cyber-threats. Many EU Member States need to develop their cyber capabilities and 
expand their situational awareness and their capacity to handle cyber-attacks. This is also 
one of the main preconditions of making an effective joint diplomatic action within the 
EU. This calls for the necessity of increasing investment in technical and human 
capabilities across the EU. Not least, the need for highly skilled Cyber Security specialists 
in public service is profound. (Ivan, 2019: 9). 
 

EFFECTIVE CYBER SECURITY IS ABOUT EFFECTIVE DIPLOMACY 
Cyber-crime is by many means international in its cause. We have seen that it is 
increasingly more common that cyber-attacks are sanctioned from state actors or non-
state actors with highly political motives in making an impact on other states’ national 
affairs. This makes Cyber Security a diplomatic issue. Cyber-attacks that originate from 
a state against another state calls for action and are putting pressure on decision-makers 
to gather sufficient and valid evidence to properly accuse those who are responsible for 
the attacks. But even with convincing evidence, it can be difficult for a single state to 
confront an attacking state. It could greatly affect the countries’ relations and could affect 
both the economic outlets as well as in the worst case could lead to open conflicts. Small 
countries are particularly vulnerable to the risk of strained relations giving economic 
consequences. Small countries often have difficulties resisting military threats from other 
states on their own. That is why it is important that EU Member States stand united and 
are agreeing on common resources in a joint diplomatic framework. Together, the EU 
constitutes the world’s largest economy (European Commission, 2019) and, as such, the 
EU countries have a great diplomatic power, but this is valid primarily in the case when 
the EU can show unification. This is also a fact when it comes to Cyber Security, 
unification among EU Member States is the key to having common forces to effectively 
combat these cyber-threats.  

Once detection of malicious cyber-attacks is identified, EU Member States must 
deliberate the applicable counteraction. Achieving an EU collective response to a cyber-
attack in order to establish applicable counteraction, does not mean that all EU Member 
States must have an own independent in-depth analysis of every cyber-attack. The 
cohesion and the trust among EU Member States should be so strong that an individual 
EU Member State must be able to decide on a joint decision based on the analysis and the 
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evidence provided by any other EU Member States. Nevertheless, further efforts must 
come in place in reaching a common threat assessment and progress for a mutual 
understanding of which actions are needed and whom is to be addressed as the cyber-
criminal in the different cyber-attacks. The sharing of information between EU Member 
States as well as between the EU institutions is fundamental for reaching a mutual 
understanding (Ivan, 2019: 9). Sharing of information is basically about intelligence 
sharing between EU Member States, an area that traditionally has been weak due to 
national interest and suspicion against other states intelligence agencies. In the work with 
intelligence at EU-level, the European Union Intelligence and Situation Centre (IntCen) 
plays a vital role. IntCen is probably the most important supplier to the field of European 
intelligence due to the fact that IntCen bridges both external and internal security issues. 
However, not all of EU Member Stats participate in providing IntCen with national 
intelligence, making the potential for improvement of IntCen large. Today IntCen is a 
highly anonymous agency with a low profile. It has not even got a website and it is not 
very accessible for the public to get information about the agency. However, this low 
profile from IntCen is due to the belief that they gain more trust from EU Member States 
in this way (Cross, 2013: 393-394, 400). In this respect, the cooperation between NATO 
and the EU is also crucial. There is great potential for improvement in this collaboration. 
For example, through better coordination on detection, attribution and response of cyber-
threats and attacks, and by organising joint exercises in the field. Both NATO and the EU 
have to learn from each other, while NATO includes the muscles to face threats with 
military capabilities, the EU’s strength lies in a significantly more political role and has 
better possibilities of using economical tools in its effort to conquer cyber-crime (Ivan, 
2019: 11). 
 

UNANIMITY IS A KEY TO UPHOLD GOOD CYBER SECURITY WITHIN EU 
Despite increased awareness of the need for good Cyber Security among EU Member 
States, there is no real consensus on how this should happen. There are still different 
views regarding which measure and what ambition the EU as a common unit should 
enforce. Many measures are also still only ambitions with no final decision that would 
make the actual implementation a reality. For instance, further measures need to be 
implemented to reach an operative cyber diplomacy framework that would allow EU 
Member States to adopt common measures against cyber-threats. Being able to come to 
unanimous policies is especially important, given that everything speaks for cyber-attacks 
becoming more frequent, more serious and more complex in the future. The lack of 
common threat assessment and a common culture of attribution of cyber-attacks is 
perhaps the EU’s greatest challenge to remedy in order to reach a full-fledged Cyber 
Security (Ivan, 2019: 11).  

As in many other areas of politics, it is about unanimity. The EU’s structure of 28 
(soon eventually 27) different Member States gives the EU an enormous strength, but at 
the same time, a union with many Member States poses challenges. With that many 
individual Member States it is difficult to reach unanimity. Powerful measures are 
stopped by the fact that the EU Member States cannot reach agreement. The EU drafts 
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that ultimately succeed to become common decisions are unfortunately too often untamed 
and fairly toothless. However, the strength of the EU is about power and size. Together, 
the EU Member States make up the world’s largest economy (European Commission, 
2019), and thereby having great resources and means of use to bring about change. If the 
EU only succeeds in reaching unanimous agreements, the EU can overcome most 
obstacles and defeat risks like cyber-threats. Nevertheless, for a fully good Cyber Security 
it will be necessary for the EU to strengthen its cyber capabilities. To achieve this, EU 
Member States must agree to investments in both human and technical capabilities. 
Furthermore, they must also improve their internal procedures to be more efficient in 
getting political decision into practice. It is important to jointly take advantage of the 
expertise that Cyber Security professionals can contribute (Ivan, 2019: 11). However, it 
is difficult to ignore the fact that national leaders, with all certainty, will continue to 
monitor their geopolitical concerns. Cyber-security issues and how to handle cyber-
attacks will continue to remain an issue for national leaders to handle politically. But, the 
key to maintaining good Cyber Security is without a doubt in the diplomatic field. EU 
member states will need to advance their information sharing ability and fully use the 
toolbox of cyber diplomacy. A united position at EU-level on how to handle cyber-attacks 
is important, as well-founded evidence is required to point out an attacker, especially if it 
is a third country behind the attack. Confronting a state as an attacker always runs the risk 
of worsening relations with the country concerned. Hence, it is important that the EU 
stands united and strong, and reacts together. Not responding in a case where another state 
is threatening or attacking by cyber technology risks making the situation unsustainable 
as it rather encourages further cyber-attacks (Ivan, 2019: 11). 
 

CONCLUSION 
It is clear that Cyber Security is one of the major challenges we face in the area of 
International Security. Everything speaks for us continuing to develop our societies and 
our behaviour towards increased dependence on digital solutions. Technology 
development is moving at a furious pace. Technology developed to prevent today’s cyber-
attacks quickly becomes outdated and vulnerable. To meet these challenges, increased 
cooperation is needed at EU-level. However, as in many areas, the EU is having a hard 
time agreeing. Especially, the EU’s decision-making structure in its foreign policy area 
is finding it difficult to find an effective way forward. The veto right of individual 
Member States is an obstacle in achieving good Cyber Security. A way for the EU to 
advance in order to reach good Cyber Security for its Member States would be to allow 
itself, in such an important area as security matters, to move towards more of 
supranationalism. Perhaps it is necessary in order to achieve success in combating cyber-
threats and cyber-attacks to limit the veto rights of individual member states when it 
comes to threats that could endanger large parts of the European infrastructure and 
threaten the European democracy at its foundation. It is not reasonable that an individual 
EU Member State’s geopolitical link to an attacker against the EU, could be able to veto 
measures that would protect other EU member states. 
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Anyway, the EU is not there today. Even though there is a consensus among EU 
Member States that there is a cyber-threat that needs to be addressed through good Cyber 
Security, there is no consensus on the tools and measures to reach it. The EU certainly 
has many good proposals for better cooperation on better Cyber Security, for example, a 
new EU Cyber Security Agency and the Framework for a Joint EU Diplomatic Response 
to Malicious Cyber Activities. But these and other drafts for better cooperation are not 
fully in place yet. The EU still has a lot of work to accomplish before they succeed in 
reaching a common culture of Cyber Security among its Member States. It is also only 
when the EU manages to speak with a unified voice on these issues that the EU can 
seriously begin to cooperate with other significant security actors such as, for example, 
NATO. The future brings many challenges, the biggest challenge is to succeed in working 
together to solve these future challenges. 
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